Bold Evolution of Learning Layers

Capability Statement

Core Proficiencies:

¢ Migrating legacy systems to modern, cloud-native architectures and integrating
disparate systems for a unified, efficient platform.

o Expertise in cloud migration, infrastructure as a service (laaS), platform as a service
(PaaS), and software as a service (SaaS) solution for secure government data and
applications.

¢ Providing comprehensive security solutions, including vulnerability assessments,
threat detection, risk management, and compliance with federal cybersecurity
frameworks (e.g., NIST, CMMC).

e Developing and implementing solutions for data collection, analysis, and
visualization to provide actionable insights for data-driven decision-making.

o Offering full-scope support for government networks, servers, and data centers,
including managed services, help desk support, on-site technical assistance, and
assisting with technical documentation for procedures and processes.

Adherence:

e Proven Agile Methodology: Our development teams utilize Agile and DevOps
practices to deliver high-quality, scalable solutions quickly and efficiently, ensuring
rapid deployment and response to evolving mission needs.

e Cleared and Certified Staff: Our team holds a range of relevant technical
certifications and security clearances, ensuring your projects are handled by
trusted, qualified professionals.

e Commitment to Compliance: We maintain deep knowledge of federal regulations,
including FISMA, FedRAMP, and CMMC, ensuring that our solutions and processes
meet or exceed all government compliance standards.

e Secure, Innovative Solutions: We prioritize the latest security technologies and
innovative design principles to build resilient, state-of-the-art systems that protect
sensitive government information.



o Client-Focused Approach: We offer a dedicated, single point of contact for project
management, ensuring seamless communication and a deep understanding of
agency goals.

Past Performance
Department of Defense Contractor

e This position will assist the IT Security Team in achieving, monitoring and
maintaining compliance with National Institute of Standards and Technology (NIST)
800-171 and other security requirements. Application of a strong IT background with
extensive experience in security initiatives will support log analysis, management of
the event log management and vulnerability scanning systems, as well as
developing and administering policies related to the ongoing compliance program.

¢ Responsible for research and development of threat hunting techniques for any APT,
potential threat actors and or IOA/IOCs with MITRE ATT&CK threat hunting tactics,
techniques, and procedures (TTPs). Monitoring Cyber Threat Intel feeds, industry
partners and open-source intelligence reporting to identify potential threats to a
government entity. Develop detailed intelligence analysis reports on cyber-threats,
convey potential impact, along with recommendations of relevant remediation and
countermeasures to key stakeholders. Utilizing tools such as CrowdStrike,
NetWitness and Splunk for advanced analytics and research of potential threats
against the infrastructure.

Pharmaceutical/Health Company

e Managing a Security Operation Center Real-time monitoring with ArcSight and
Securonix. Supporting Forensics data collection and high-level incident research
using Fireeye CMS/NX/HX. Conducting vulnerability assessments using Qualys and
Nexpose appliances. Performing purple-team exploiting using Metasploit Pro and
other Kali Linux open-source tools.

e Assisted with business processes, procedure and risk analysis in cyber security,
cloud security, cloud governance and compliance. Assisted with creating RACls,
POAM, incident response (IR) plans and architecture of enterprise security.
Assisting with configuration, monitoring, troubleshooting and maintenance
enterprise security architecture of security tools such as firewalls, intrusion
prevention systems, Security Information and Event Management (SIEM),
vulnerability scanning and management, anti-virus management, certificate
management, and data loss prevention (DLP).

Software Development Company (Healthcare Information Services)



e Managed the company’s EDR appliance, intrusion prevention/detection, Nessus
and Qualys Vulnerability software, and content filtering. Assisted with creating the
Business Continuity Plan and Disaster Recovery plan policies. Supported and
maintained the network infrastructure on devices such as Cisco ASA, Fortinet,
Cisco Switches, HP Switches and Alert Logic. Maintained and followed all HIPPA Hi-
Trust policies to stay in compliance with regulations.

Consulting Company (Engineering and Information Technology Services)

e« Maintained, configured, and implemented infrastructure software for multiple
clients. Managed client’s Vulnerability Management Program with Nexpose.
Managed SIEM tools such as Splunk and Tripwire to maintain networks and systems
for logging purposes and unauthorized access/usage. Assisted clients with patch
management program and implemented software such as BigFix. Assisted with
procedures to keep clients in compliance with NERC Cyber Security standards.
Assisted clients with hardening systems and port security.

Corporate Data
e Legal Business Name: Bold Evolution of Learning Layers
e Unique Entity Identifier (UEI): UJICUATD5E933
o CAGE Code: 970R2

Primary NAICS Codes

e 541511 (Custom Computer Programming Services), 541512 (Computer Systems
Design Services)

e 541513 (Computer Facilities Management Services)

e 541519 (Other Computer Related Services)

e 334111 (Electronic Computer Manufacturing)

e 334112 (Computer and Computer Peripheral EQuipment and Software Merchant
Wholesalers)

e 517111 (Wireless Telecommunications Carriers (except Satellite))

e 518210 (Computing Infrastructure Providers, Data Processing, Web Hosting, and
Related Services)

e 541330 (Engineering Services)

e 541330 (Military and Aerospace Equipment and Military Weapons)



e 541330 (Contracts and Subcontracts for Engineering Services Awarded Under the
National Energy Policy Act of 1992)

e 541330 (Marine Engineering and Naval Architecture)

e 541511 (Custom Computer Programming Services)

e 541618 (Other Management Consulting Services)

e 541618 (Other Management Consulting Services)

e 541690 (Other Scientific and Technical Consulting Services)

e 561311 (Employment Placement Agencies)

e 561320 (Temporary Help Services)

e 561621 (Security Systems Services (except Locksmiths))

e 611420 (Computer Training)

Socio-Economic Certifications

e Minority Owned Business
e Service-Disabled Veteran-Owned Business

Contact Information
e Point of Contact: Jeremiah Poole, Owner
e D-U-N-Snumber: 071118393
e Email: boldevolutionoflearninglayers@gmail.com

o Website: boldevoll.com



